ABSTRACT The cross-layer resource assignment algorithm of orthogonal frequency division multiple access (OFDMA) video communication systems by Wang et al. allocates the power and subcarriers according to both the layer 1 channel state information and the layer 5 rate distortion function. We introduce the hybrid automatic repeat request (HARQ) in layer 2 and a single-input multiple-output (SIMO) anti-jamming technique in layer 1, and propose an anti-jamming power/subcarrier assignment scheme crossing layers 1, 2, and 5 for HARQ-based SIMO OFDMA uplink video communication networks. We derive the new optimal condition for anti-jamming cross-layer resource allocation analysis, and thus propose a novel resource allocation method crossing layers 1, 2, and 5 by considering the angle between the jammer channel vector and the sender (desired signal) channel vector. By HARQ, we can increase the target symbol error rate without increasing the rate of the packet error, more bits can be transmitted, and the peak signal-to-noise ratio (PSNR) (the video quality) is improved. The results of the simulations show that the PSNR increases by 11.3 dB when we consider the angle between the jammer channel vector and the sender channel vector in the proposed resource allocation algorithm crossing layers 1, 2, and 5. The PSNR improves further by 1.8-2.6 dB when we add HARQ, when the average SNR = 18 dB and there are 12 users.
I. INTRODUCTION
Multi-user Orthogonal Frequency Division Multiplexing (OFDM) or Orthogonal Frequency Division Multiple Access (OFDMA) is popular [1] - [7] because of its high bandwidth efficiency, resistance to inter-symbol interference, easy equalization, and flexible resource allocation. It is the transmission technology of most wireless standards [8] . However, with the limited power and bandwidth resources, increasing the overall performance such as the data rate and video quality is still a challenging issue. References [9] - [15] make use of channel state information (CSI) in the physical layer (layer 1) to allocate the spectrum and power. The resource allocation algorithm in [13] - [15] considers the layer 1 information such as the interference between the macro cell and femto cell. These works do not consider the layer 2 and layer 5 information as the proposed scheme does. The optimization objective function is also different. They maximize the total capacity (layer 1) but we minimize the total video mean square error (MSE) distortion (layer 5).
On the other hand, [16] - [18] focus on the user's video content's rate distortion (RD) function information in the application layer (layer 5) for allocating resources. A resource allocation algorithm crossing layers 1 and 5 has been proposed in [19] , which combines both physical layer information (i.e., CSI) and application layer information (i.e., RD) for assigning the power and subcarrier resources, and its video quality (average peak signal-to-noise ratio, PSNR) is better than if one considers either CSI or RD. However, it does not consider hybrid automatic repeat requests (HARQ) in layer 2 (MAC layer). In [20] , we add HARQ and turbo code, and propose a resource allocation algorithm that crosses the physical, the MAC, and the application layers. Although HARQ has been applied to cross-layer resource allocation involving layers 1 and 2 [21] - [23] , we are not aware of references that also include the application layer. With HARQ, we can increase the information rate to improve the video quality. However, [20] does not consider jamming resiliency in the resource allocation algorithm crossing layers 1, 2, and 5.
Protecting the secrecy of the user messages is a major concern in communication networks [24] - [27] . The receiver, can be jammed by a stronger signal at the same band [24] - [26] or it can be listened to by an eavesdropper [27] . The current OFDMA systems are vulnerable to a variety of signal jamming attacks [8] , [28] - [30] . In fact, the Wireless MAN standard has developed the transmission security extension [31] for such hostile environments. However, jamming resiliency is not considered in [19] .
There are many techniques to deal with the interference from jamming. Adaptive filtering is effective for narrowband jammers with lower energy consumption [32] . The downside of this approach is that the receiver should predict the jamming signal in order to eliminate the interference. It is more difficult to jam spread-spectrum signals than narrow band signals [33] - [35] . The disadvantage of spread-spectrum is that it requires more bandwidth than adaptive filtering. In recent years, single-input multiple-output (SIMO) technology has been used as an anti-jamming method. Reference [24] uses two receive antennas to cancel the jammer and [26] further proposes to insert pilot symbols to track the sender and jammer's channel coefficients jointly.
We propose, in this paper, a jamming resilient resource assignment algorithm that crosses the physical, the MAC, and the application layers for uplink OFDMA video communication networks. The contributions and novelty of the paper with respect to [19] is as follows: 1) We add HARQ in layer 2. It makes the target symbol error rate SER t larger, η =
−2 (defined below (9)) larger too, and increases the information rate R k,m in (9) . Thus the MSE in (11) decreases (video quality improves). Reference [19] does not consider layer 2 HARQ.
2) We propose that the resource allocation takes the angle θ between the sender (desired signal) channel vector and the jammer channel vector in the antenna-spatial domain into consideration. Reference [19] does not consider this angle in its resource allocation algorithm.
3) We first derive the new optimal condition for the antijamming HARQ-based power and spectrum assignment for the case of continuous frequency (bandwidth allocation increment is infinitesimal). This derivation in Appendix A is the anti-jamming and HARQ extension of the one in [19] (no anti-jamming, no HARQ).
4) The HARQ in layer 2 retransmits packets and it takes extra power (overhead). We thus propose the overhead-adjusted information rate improvement due to HARQ. Thus it allows fair comparison between non-HARQ and HARQ schemes. Reference [19] is a non-HARQ system.
The remaining of this paper is organized as below. Sec. II is the system model. The optimal derivation results for the anti-jamming HARQ-based resource allocation crossing layers 1, 2 and 5 for the case of continuous frequency (bandwidth allocation increment is infinitesimal) are given in Sec. III and details and proof of Theorem I are given in Appendix A. We then propose the novel SIMO anti-jamming resource allocation algorithm crossing layers 1, 2 and 5 for the case of discrete frequency in Sec. IV. The simulation results are presented in Sec. V. Sec. VI is the conclusion.
II. SYSTEM MODEL A. UPLINK OFDMA SYSTEM
We show the block diagram in Fig. 1 . The system model is similar to that in [19] except for the blocks in gray. There are K users and k is the user index. The system bandwidth is W. There are M subcarriers and m is the subcarrier index.
As shown in Fig. 1 , at the transmitter, an anti-jamming cross-layer resource allocation considers the angle between the sender channel vector and the jammer channel vector. The resource allocation algorithm assigns the subcarriers and power to each user. The H.264 video encoder of each user generates the compressed video, the channel encoder adopts a rate 1/2 of either the convolutional code or turbo code and divides the user video into packets. Then the bits of the packets are modulated adaptively and go through inverse fast Fourier transform (IFFT) and become OFDM symbols. In addition, each packet is checked by the cyclic redundancy check (CRC) at the receiver. If a packet fails CRC, it will be re-transmitted by HARQ.
B. SIMO ANTI-JAMMING MECHANISM
The single-input multiple-output (SIMO) anti-jamming mechanism is adopted from [26] for the single-antenna mobile stations (MS) and the base station (BS) with two receive antennas. We briefly describe it. For details, the readers are referred to [26] . The received signal vector y k,m y k,m at the two receive antennas (the superscript means for the 2 nd receive antenna) of the BS for the user k, the subcarrier m, can be written as: We consider the reactive jammer, the most effective, stealthy, and energy efficient jamming strategy. Assume the pilots are numbered as p = 0, 1, 2, . . . K . The initial pilot (p = 0) is un-jammed [36] , [26] , so the initial sender channel response,
, where the pilot index p = 0 denotes the initial pilot0, can be estimated as:
where x k,m denotes the known initial pilots (the superscript denotes pilot, not data symbol). 
By dividing both sides of the last equal sign of (3) by H j m , we get the signal of interest x * k,m as:
The receiver updates the jammer channel ratio when receiving odd-numbered pilots
Similarly, the receiver updates the sender channels when receiving even-numbered pilots. Specifically, when p = 4, 8, 12 . . . , we update H k,m (p); whenp = 2, 6, 10, . . . , we update H k,m (p). We can get the denominator of (4) by:
C. HYBRID AUTOMATIC REPEAT REQUEST (HARQ)
The maximal-ratio combining (MRC) is used in HARQ for diversity combining. We use all of the received packets from original transmission and retransmissions. The least squares solution for N transmissions is given bŷ
where h n denotes the channel gain of the n-th transmission, n = 0, . . . , N − 1, the superscript * denotes complex conjugate, and y n denotes the received signal of the n-th transmission.
D. CHANNEL ENCODER
The rate 1/2 with encoder g(D) = [23, 35] convolutional code is used in [19] . For improving the average PSNR, we also use the rate 1/2 turbo code with g(D) = [1, 23/35] . Its memory is the same as the convolutional code [23, 35] . We divide the user video into packets, and each packet has 2048 bytes (16384 bits) before the encoder, similar to Wi-Fi standard [37] . Therefore, the interleaver consists of a 128x128 matrix with a block length = 16384, and is made up of a Berrou-Glavieux interleaver [38] , [39] .
E. NEW OVERHEAD-ADJUSTED INFORMATION RATE IMPROVEMENT DUE TO HARQ
To evaluate the advantage of HARQ, we make a new definition: the overhead-adjusted information rate improvement (OIRI):
where R k,m is the information rate at SER t = 0.1 (no HARQ scheme in [19] ), R k,m is the information rate at SER t = 0.3 (HARQ scheme, with the same packet error rate constraint as the case of SER t = 0.1 no HARQ, as shown in Sec. V, Fig. 3 ). ϕ 0 /ϕ total accounts for the information rate reduction due to the HARQ overhead. ϕ total is the number of packets of all transmissions, and ϕ 0 is the number of packets of original transmission. If β is larger than 1, the proposed scheme achieves a higher information rate than the previous scheme [19] . The HARQ overhead is already accounted for in the calculation of β. 
F. NEW JAMMER ANGLE DEPENDENT RATE-DISTORTION FUNCTION
The rate distortion function is similar to that in [19] except that the information rate is now a function of the angle between the sender (user k) and jammer's channel vector at subcarrier m in terms of sin θ k,m in Fig . The information rate is a function of sin θ k,m .
where η =
, R max is the maximum modulation order, SER t is the target symbol error rate, and P N is the noise power.
For user k and time slot s, D s k (B k ) is the rate distortion function, where the encoder generated B k bits for user k. For each Group of Pictures (GOP), the MSE distortion is modeled as [40] .
where a k , υ k and ω k are content-dependent parameters, and
A rate u channel code is used. The system operates in a slotted manner and the length of one time slot (one GOP) is T s (sec). T 0 is the OFDM symbol duration. If we plug the above equation into (10), then the user k's MSE is
G. PROBLEM FORMULATION OF UPLINK RESOURCE ALLOCATION
We want to minimize the sum of the users' MSE distortion. That is
Each uplink user, over all subcarriers, has a power constraint P, and each subcarrier can't be shared by more than one user. Therefore the optimization problem has two constraints: C1:
For the optimization problem formulated in (12) , because the C2 constraint is not convex, the optimization is NP-hard. We thus propose a suboptimal iterative scheme. Before we describe the proposed algorithm in detail in Sec. IV, we state the optimal condition for the continuous frequency channel response setting, where the bandwidth increment is infinitesimal, as opposed to where the bandwidth increment is a subcarrier's bandwidth in the OFDMA system. This optimization condition gives the insights and motivates the proposed algorithm in Sec. IV.
III. OPTIMAL CONDITION DERIVATION RESULT FOR ANTI-JAMMING CROSS-LAYER RESOURCE ALLOCATION ANALYSIS FOR CONTINUOUS FREQUENCY CHANNEL RESPONSE
Differently from [19] , we consider the layer 2 HARQ overhead-adjusted information rate improvement (in terms of β) and the SIMO anti-jamming (in terms of sin θ k ) in the derivation of the optimal metric.
We consider the continuous frequency channel and only two users, that is, K = 2. Assume B i is the frequency band allocated for user i, H k (f ) is the channel coefficient for user k at frequency f . To get the closed form of the optimal condition and make its derivation tractable (the derivation of Theorem I in Appendix A does not consider the maximum modulation order constraint), we ignore the modulation order constraint in the following optimization problem. A similar approximation is also made in [19] . The optimization problem thus becomes
After the bandwidth allocation, the power allocation is according to the water-filling. Given B tot , we can view the optimal bandwidth allocation as bandwidth partition is the optimal bandwidth set for two users in a sense of minimum distortion. We define the following notations and variables. 
sin θ 2 )df as the optimal information rate (bits/sec) for two users, respectively. c) We define
as the optimal water-filling level for two users. (14) , as shown at the top of the next page, for any frequency band θ .
Proof: The proof is given in Appendix A.
The numerator or denominator of (14) is the product of (15) and (16) . (15) is the absolute value of the RD function
) slope in the application layer and acts like a weighting, and (16) is the physical layer information including sin θ i for the jamming effect. Therefore, (15) gives us the insight that we should consider the user with the steepest RD curve slope for gaining subcarriers. From (16) , as the bandwidth of θ approaches infinitely small, (16) is regarded as the marginal rate change of reassigning a frequency band from one user to the other and consists of two parts, where the first part is the direct physical layer rate change due to losing or gaining θ, (17) and the second part,
is the corresponding physical layer rate change caused by the water-filling level change and jamming effect sin θ i . We summarize the insights observed from the analysis:
• (15) gives us the insight that we should consider the user with the steepest slope of the RD curve (largest weighting) for gaining subcarriers.
• (16) is the marginal rate variation of reassigning a frequency band from one user to the other.
• The optimal cross-layer 1, 2, 5 resource allocation would allocate a frequency band θ to the user and has a largest product of (15) (layer 5) and (16) (layer 1).
• The MAC layer effect β disappears in (14) due to cancellation in the derivation in Appendix A.
• The jamming effect sin θ i affects only the physical layer part, (16), and does not affect the weighting (application layer part), (15). In the above analysis, the bandwidth increment was infinitely small, while in the OFDMA bandwidth allocation, the increment is a single subcarrier's bandwidth which experiences block fading. Therefore, the layer 1 metric of (16) would be invalid. We therefore propose an iterative subcarrier assignment scheme in the next section. Inspired by the optimal condition in (14), the layer 5 metric is the RD curve slope. The optimal allocation would assign band θ to the user who maximizes (14) . The user with a steep slope has priority (larger weighting) to gain subcarriers.
IV. THE PROPOSED SIMO ANTI-JAMMING CROSS-LAYER RESOURCE ALLOCATION ALGORITHM
The proposed algorithm extends [19] , and the differences are that we have multiple antennas at the BS and we consider the angle between the spatial channel vectors of the sender signal and the jammer signal sin θ k,m .
Step: 1 (Initialization): First of all, we assign each subcarrier to the user with the best channel response. The difference from [19] is that we assign each subcarrier to the user whose H k,m 2 · sin θ k,m , instead of H k,m 2 , is the maximum.
Step: 2 (Water Filling and Slope Calculation):
Each user uses the power water filling allocation [41] to solve the sum MSE distortion minimization problem. But the difference between the power water filling in [19] and that in the proposed method is sin θ k,m . We define A (i) k is the set of subcarriers assigned to user k at the i-th iteration. The power of user k that uses water filling allocation can be written as
where λ k is found numerically to satisfy the total power constraint
Let r * k be the optimal information rate (in bits/symbol); user k gets to use the water filling and it is summed from user k's assigned subcarriers, and is given by
The slope of the RD function of the k-th user can be calculated by
where b k and c k are constants that depend on the video content in the application layer. Let k * = arg min {S k } be the user with the steepest RD function slope, which is the user who stands to benefit (lower MSE distortion) the most from receiving an increment of rate, that is, an additional subcarrier.
Step: 3 (Subcarrier Reassignment): We consider each subcarrier m which is not currently assigned to the user k * . Define ρ m from losing subcarrier m, and the MSE performance change k * ,m of the userk * from gaining subcarrier m. Differently from [19] , the MSE in (10) is a function of sin θ k,m by the information rate R k,m P k,m , H k,m , sin θ k,m , instead of R k,m P k,m , H k,m in [19] .
m ,m * ) > 0, we reassign subcarrier m * to user k * at iteration i + 1, ρ (i+1) m = k * , and return to Step (2) to update k * .
If
, m * ) < 0, reassigning any subcarrier to user k * will not enhance the overall performance. Afterward, we return to Step (2) to update k * until there is no subcarrier that can be assigned.
The important meaning of doing cross layer 1, 2, and 5 power and subcarrier assignment is as follows.
Step (1) considers layer 1 CSI and each subcarrier is assigned to the user with maximum H k,m 2 · sin θ k,m . In Step (2), the information rate is increased because the HARQ in layer 2 makes SER t larger and η = (9)) larger too. In Step 3, we compare the MSE variation (layer 5 information) before and after the subcarrier reassignment. For example, user 1 wins a subcarrier from user 2. The user 1 MSE decreases by 15 and user 2's MSE increases by 10. The total MSE decreases by 5, so we make the subcarrier exchange.
The complexity of the proposed algorithm is computed as follows.
Step (1) has the complexity O(KM). In each iteration, the user with the steepest RD curve slope checks all M subcarriers for possible subcarrier reassignments. We denote L as the number of iterations between Steps (2) and (3). The complexity of the proposed iterative SIMO anti-jamming cross-layer resource allocation algorithm is O(KM+LM). 
V. SIMULATION RESULTS
We consider an uplink 16-subcarrier OFDMA video communication system. The bandwidth of each subcarrier is 50 kHz. We assume MQAM, with M = 4, 8, 16, 32, 64, 128 or 256. The parameters are given in TABLE 1, and the same as in [19] . The jammer's power and path loss model is assumed to be the same as the sender (desired signal).
In a time slot, a Group of Pictures (GOP) is transmitted., The simulation result is the average of 500 times for each user.
We consider four schemes. All schemes have the SIMO antijamming mechanism in subsection IIB.
Scheme A (proposed, turbo code, anti-jamming resource allocation, HARQ): SER t = 0.3. HARQ is used. The rate 1/2 turbo code is used. The number of retransmissions is 3.
Scheme B (proposed, convolutional code, anti-jamming resource allocation, HARQ): SER t = 0.3. HARQ is used. The rate 1/2 convolution code is used. The number of retransmissions is 3.
Scheme C (proposed, convolutional code, anti-jamming resource allocation, no HARQ): SER t = 0.1. The rate 1/2 convolution code is used.
Scheme D (existing work [19] ): convolutional code, original resource allocation without considering sin θ k,m , no HARQ, SER t = 0.1.
By HARQ,-we suppose that the SER t = 0.1 can be increased to SER t = 0.3 without increasing the packet error rate. This is checked in Fig. 3 ; Schemes A and B (SER t = 0.3, HARQ) have lower packet error probabilities than Scheme C (SER t = 0.1, no HARQ).
The average PSNR is defined as 10 × log 10
255×255
MSE , the same as [19] . The average PSNR value without retransmission redundancy consideration is shown in Fig. 4 . Scheme A and Scheme B outperform Scheme C because the HARQ uses MRC to combine the original packet and retransmission packets in the receiver. Scheme B outperforms Scheme C by 2.2-4.5 dB, and Scheme A outperforms Scheme C by 2.6-4.8 dB. However, the HARQ introduces the redundancy and the redundancy should be computed and deducted from the PSNR gain.
The HARQ in layer 2 retransmits packets and it takes extra power (overhead). To quantize the overhead due to HARQ and allow fair comparison for non-HARQ and HARQ schemes (the average overhead-adjusted PSNR is defined later in (23)), the average accumulated redundancy due to retransmission is shown in Fig. 5 . We define the average accumulated redundancy τ as τ = 10 × log 10 (ϕ total /ϕ 0 ), (22) where ϕ total /ϕ 0 is defined in Section II-E. In each time of retransmission, the turbo code retransmits fewer packets than the convolution coded scheme. The difference between ϕ total of Scheme A (turbo code) and Scheme B (convolutional code) increases as the number of retransmissions increases. For example, Scheme A retransmits 100 and 80 packets at the first two retransmissions. Scheme B retransmits 180 and 120 packets at the first two retransmissions. The ϕ total difference is 180 − 100 = 80 at the first retransmission, and (180+120)−(100+80) = 120 at the second retransmission. Because ϕ total is the total number of original and retransmitted packets (accumulated), the gap between Scheme A and Scheme B in Fig. 5 increases with the number of retransmissions. Based on the average accumulated redundancy τ in (22) and Fig. 5 , the average overhead-adjusted PSNR for measuring video quality for non-HARQ and HARQ schemes is defined as
In Fig. 6 , we note that Scheme A is better than Scheme B by more than 1dB due to the advantage of the turbo code over the convolutional code. We also note that the number of retransmissions (3) is a good tradeoff for the delay and overhead-adjusted PSNR.
In Fig. 7 , we compare four schemes for different numbers of users and see the significant PSNR gap between the proposed schemes (Schemes A, B, C) and the existing work (Scheme D) due to considering the angle sin θ k,m between the desired signal and jammer channel vector in the proposed anti-jamming cross-layer resource allocation algorithm. Scheme C outperforms Scheme D by more than 11.3 dB in PSNR. The PSNR improves further when we add HARQ. For example, Schemes A and B outperform Scheme C by 1.8-2.6 dB, when the average SNR = 18 dB and 12 users.
We also consider the average overhead-adjusted PSNR for various average SNRs in Fig. 8 . The PSNR of Scheme A is VOLUME 5, 2017 larger than that of Scheme B by 4.3 dB in the lower average SNR because turbo code is good at lower SNR. In the higher average SNR, we can see that the performance of Scheme A is similar to that of Scheme B. The proposed Schemes A, B, and C outperform Scheme C by a large margin because we consider the angle between the jammer channel vector and the sender channel vector in the proposed cross-layer resource allocation.
VI. CONCLUSION
The proposed anti-jamming resource allocation crossing layers 1, 2, and 5 for HARQ-based SIMO OFDMA video transmission systems considers the angle between the sender channel vector and the jammer channel vector in the antennaspatial domain. Then we derive the new optimal condition for the anti-jamming cross-layer resource allocation.
The simulation results show that the PSNR increases by 11.3 dB when we consider the angle between the jammer channel vector and the sender channel vector in the proposed cross-layer resource allocation. The PSNR improves further by 1.8 dB (Scheme B, convolutional code), 2.6 dB (Scheme A, turbo code) when we add HARQ, when the average SNR = 18 dB and 12 users.
APPENDIX A PROOF OF THEOREM I
Differently from [19] , the derivation here considers the HARQ effect in layer 2 (in terms of β) and SIMO antijamming (in terms of sin θ i ). In [20] , anti-jamming capabilities are not considered, so it does not derive new results.
Assume 
where r 1 and r 2 and the information rate change due to the exchange of frequency band θ . There are two scenarios:
User 1 has a physical layer information rate increase due to the extra frequency band θ . That is r 1 > 0 and r 2 > 0, and we apply a reduction of fractions to a common denominator to (A.1)
When |θ | → 0, r i r i +c i → 0, we can ignore r i (r i + c i ). Then we get
Here we can see that
(r i +c i ) 2 is the application layer term, acting like weighting, and r i is the physical layer term.
Next, we want to find lim |θ |→0
for the new band allocation; the first user gets B opt 1 ∪ θ and the second user gets B opt 1 − θ . P 1,θ is the total power that the first user is going to assign over frequency band θ . Because θ → 0, we collect P 1,θ uniformly from B opt 1 and redistribute it uniformly over frequency band θ .
is the waterfilling level (signal level plus noise level) of the first user before reassignment, and W 1 is the water-filling level after reassignment.
where
denotes the channel gain over the frequency band θ , and f 0 denotes the left limit of frequency band θ . We reorganize (A.4) for solving P 1,θ and get
Before band reallocation, the old rate for user 1 is:
2 sin θ 1 df ; after getting band θ , the new rate is as follows, according to the power redistribution in (A.4)
Then the rate difference (new-old) is Similarly, for user 2, we get We combine (A.3) and (A.11), and the optimal band and power allocation algorithm should satisfy (A,12) , as shown at the top this page. and because of the water-filling principle in (17) . In this case, r 1 = 0, r 2 = 0. If we plug ϕ θ 1 = 0 into the numerator of (A.12), as shown at the top of the previous page, we have (A.13), as shown at the top of the previous page.
Combining both scenarios, the optimal solution should satisfy (A.12). This completes the proof of Theorem I, equation (14) .
For a number of users >2, we deduce that, θ , the following should be satisfied for any user i = j, (A.14) as shown at the top of this page.
The above derivation is different from that in [19] because we consider HARQ and the angle between the spatial channel vectors of the sender signal (user j) and the jammer signal sin θ j defined in Fig. 2 . Therefore the derivation in [19] is a special case of ours when the jammer angle is 90 degrees (sin θ i = 1).
